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Senior Cyber Security Subject Matter Expert.

Education and General Experience: The incumbent will possess a minimum of 20
years experience in the Intelligence field, strong knowledge of the security disciplines, up
to and including security practices and methodologies as it relates to Classified National
Security information. Additional requirements for the incumbent:

* Must possess a DOE Q/SCI clearance.

* Broad knowledge of elements encompassing an enterprise-wide cyber security
program.

* A thorough understanding of Classified National Security/Intelligence, OMB,
and NIST cyber policies and standards.

* A demonstrated ability to implement standards in heterogeneous operational
environment.

* Outstanding oral and written communication skills.

Functional Responsibility: The incumbent will provide senior subject matter expert
level support to the Office of the CIO by employing broad interdisciplinary skills, with a
demonstrated capability of bringing a solid background in classified national security
technologies, tools, and competencies as well as strong analytical proficiencies and
knowledge of DOE and National Security Agency business. More specifically the
individual will perform the following:

* Act as the liaison and senior analyst between the Department of Energy and the
entire Intelligence community.Responsible for researching potential solutions
being used or implemented at other agencies.

* Review and comment on various information security/cyfcer security policies as
requested from the Associate Chief Information Officer (ACIO) for Cyber Security
(i.e. DOE Cyber Security Strategic Plan, Director of National Intelligence National
Plan for Information Sharing Environment).

* Arrangement of meetings at the National Security Agency at the TS/SCI level for
the DOE Chief Information Officer as required.

* Support the Department's Asset Management initiative as requested by the ACIO.

* Attend weekly meetings of the CN ISTP for Cyber Threat/Warning.

* Brief senior executives as necessary on solutions and implementation used within
other agencies and organizations.
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